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Diagram 1:  IP network deployment


Technical Questionnaire

SECTION A – GENERAL INFORMATION
Please complete the following profile questionnaire so we can configure your initial profile in the Merkato system.

Company Name:


NOC/Technical Contact name:


NOC/Technical Contact title:



NOC/Technical Contact Function: 



NOC/Technical Contact phone:


NOC/Technical Contact email: 



Who are the person(s) that will be involved in the installation of Merkato for your company? *
Name:


Name:


Title:


Title:



Function: 


Function:



Phone:


Phone:



Email:


Email:



Once your information is collected and confirmed, it can be verified and we can begin to provision your installation.
* For additional personnel, please attach list with all pertinent contact information. 

SECTION B - TECHNICAL SPECIFICATIONS
The bandwidth allocation provided to your buyers is regulated using the traffic policing mechanisms of your Merkato compatible network device.  

[image: image1.jpg]InvisibleHand

Networks, Inc.




At this time, Merkato has been validated on the following router products:

Cisco 3600 series 

Cisco 7200 series 

Cisco 7500 series

Juniper M-class

Diagram 1 shows a basic network architecture as a reference point for answering the following questions.

The NSC (“network service controller”) is the Merkato subsystem that controls the bandwidth allocations on the router. The DCS (“data collection server”) is the subsystem that collects traffic data from the network to be used by Merkato.  These subsystems can be run on separate servers from the core Merkato subsystem  (market mechanisms and agents). 

Unless otherwise specified, you can assume that all subsystems will run on the same server.

Router Information:

1. Specify the vendor of your router (e.g. Cisco):



2. Specify the device model number (e.g. 7509):


3. Specify the OS version of your router:


4. IP Address of the router:



5. Username and Password:

*** These three fields can be left blank till time of provisioning for security purposes:

Indicate the login name of your router that the NSC
can use for authentication:



(Please ensure that the login name you provide has enough privileges to allow INVISIBLEHAND NETWORKS to configure rate-limiting)

Indicate the password of your router that the NSC

can use for authentication:



(Please ensure that the password you provide has enough privileges to allow INVISIBLEHAND NETWORKS to configure rate-limiting)

Enable Password:




6. Specify the IP ACL Range


Minimum Value:



Maximum Value:


(please note, if these values are not provided, the default range will be 2000 – 2199.  No ACL can be within this default range)
7. Specify the MAC IP ACL Range

Minimum Value:



Maximum Value:



(please note, if these values are not provided, the default range will be 100 – 199.  No ACL can be within this default range)
8. Specify the slot and port numbers for your router’s port:

Slot Number:



Port Number:



9. Specify the label of the router interface that will be 
apportioning bandwidth (e.g. FastEthernet2)



10. Indicate the maximum amount of bandwidth (kbps) 
you will make available on each sub-interface from
the physical interface speed:

  kbps

11. Indicate the amount of bandwidth capacity (kbps) the
physical interface can support:

  kbps

12. Please provide your internal DNS server IP:



(Please note, you will need to provide DNS services for the Merkato Market. It is preferred that the service is offered from an internal DNS Server)

13. If your router is a Cisco please send Netflow information to cisco-tmon.Invisiblehand.net

If your router is a Juniper please send Netflow information to juni-tmon.Invisiblehand.net


Which netflow collection host will you be sending data to:
(
cisco-tmon.Invisiblehand.net
( juni-tmon.Invisiblehand.net
Bandwidth Information:

14. Indicate the maximum amount of bandwidth (kbps)

you will make available:

  kbps

15. Indicate the amount of bandwidth capacity (kbps) the


physical interface can support:

  kbps

16. Indicate the amount of bandwidth capacity (kbps) the


physical interface can support:

  kbps

Appendix A:

Included below is a list of port connections between the various systems of a Merkato deployment. 

	From
	To
	Port(s)
	Reason

	NSC
	Router
	TCP80, TCP23
	HTML & CLI (Telnet) config

	Merkato
	NSC
	TCP8505
	Merkato market results (*)

	Router
	DCS
	UDP9995
	Traffic data collection

	Merkato
	DCS
	TCP8505
	Traffic feedback (*)

	65.56.1.32/27
	Merkato & DCS
	TCP8505
	Web portal for users

	Internet
	Merkato
	TCP8505
	Buyer/seller agents

	Merkato, NSC & DCS
	64.156.1.0/24 & 64.156.0.16/28
	TCP47806/ssh
	Monitoring & remote access

	Merkato
	64.156.2.0/24
	TCP2010
	Merkato market data 


(*) Note: This table includes support for complex deployments including a DCS and NSC on separate servers. Often, “Merkato” “NSC” and “DCS” are on the same server, in which case the lines marked with a (*) are not needed. 

Appendix B:

Included below are the minimum hardware requirements for the Merkato/NSC server and for network control elements.
Merkato  Servers  (2 identical servers) 
512MB RAM

2x 1GHz PIII CPU

2x 10/100 Ethernet Adapter

Floppy Drive

CD-ROM Drive

Serial port for out-of-band access

High-availability Options

· Additional 10/100 Ethernet Adapter

· Raid W/SCSI Controller & 2x 10GB 10K RPM Hot-swap Ultra160 Drives

· 270W hot-swap redundant power supply

Merkato Operating System (Linux based) provided by IHN.

Seller/market-maker routers (one per seller or market-maker)

Cisco 7500 or 7200,  + 128MB RAM, IOS version 12.0 or later
Additional 128MB RAM for BGP

One or more “buyer access” interface(s) on which Merkato-based service is controlled:

· 1x VIP4-80 controller line cards w/Gigabit Ethernet PA per sellable resource (800 mbps max for 50 buyers) or

· 1x GEIP controller line card w/Gigabit Ethernet PA per sellable resource (400 mbps max for 50 buyers)
One or more  uplink interface sufficient for carrying max traffic from market into seller network (e.g. 1x GEIP controller line card w/Gigabit Ethernet PA per 1Gbps aggregated uplink traffic)

Cisco 3600 with 128MB RAM can be used for small deployments (no BGP, <50 Mbps total traffic).

Ensure that your version of IOS supports the following specific functionality:

VLAN tagging for exchanges (optional)

Configuration through http (optional)

Committed-access-rate (CAR) QoS feature

Juniper M-series, with JunOS 5.3 or later

One or more “buyer access” interface(s) on which Merkato-based service is controlled
FastEthernet interface (100Mbps max, with 50 buyers)
GigabitEthernet interface (800Mbps max, with 50 buyers)

One or more uplink interfaces sufficient for carrying max traffic from market into seller network
Exchange and buyer aggregation switches

Standard carrier/data-center class Ethernet switches with support for VLANs ( e.g. Cisco 5509, Foundry Net Iron) and sufficient port capacity to connect buyers and sellers.
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